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Are you a customer?

This document and the procedures outlined herein are not intended for general support questions.
Please ask those questions in the appropriate channels. Any communication that is not a security
disclosure will not be answered.

Please do the following:

- Send your findings to security@eventree.nl (do not use this for general support inquiries: they
will not be answered).

- Do not take advantage of the vulnerability or problem you have discovered, for example by
downloading more data than necessary to demonstrate the vulnerability or deleting or
modifying other people’s data.

- Do not reveal the problem to others until it has been solved.

- Do not use attacks on physical security, social engineering, distributed denial of service, spam
or applications of third parties.

- Do provide sufficient information to reproduce the problem, so we will be able to resolve it as
quickly as possible. Usually, the IP address or the URL of the affected system and a
description of the vulnerability will be sufficient, but complex vulnerabilities may require
further explanation.

What we promise:

- We will respond to your report within 5 business days with our evaluation of the report and
an expected resolution date.

- If you have followed the instructions above, we will not take any legal action against you in
regard to the report.

- We will not pass your personal details to third parties without your permission.

- We will keep you informed of the progress towards resolving the problem.

- Inthe public information concerning the problem reported, we will give your name as the
discoverer of the problem (unless you desire otherwise).

We strive to resolve all problems as quickly as possible, and we would like to play an active role in the
ultimate publication on the problem after it is resolved.

Out of scope:

1. Public API keys found in HTML source code of our website (like public reCAPTCHA tokens).
This is a non-exhaustive list. Please do not report anything in this list, as it is out of scope.
Non-qualifying reports:

Some reports do not qualify because they have a low security impact. Please do not report these
issues unless it is demonstrable that it may produce a chained attack with a higher impact.

- HTTP non-200 codes/pages.

- Disclosure of known public files or directories (e.g. robots.txt, /wp-admin).
- Clickjacking and issues only exploitable through clickjacking.

- CSRF on forms that are available to anonymous users (e.g. contact forms).
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Presence of autocomplete or save password functionality.
Lack of Secure and HTTPOnly cookie flags.

OPTIONS / TRACE HTTP method use.

TLS attacks such as BEAST, BREACH and Renegotiation attack.
TLS Forward Secrecy misconfiguration.

TLS Insecure Cipher suites.

Missing DNSSEC.

Missing HTTP security headers (e.g.: Content-Security Policy).

In scope systems:

* eventree.nl

* paytree.nl

* paytree-network.nl
* eventree-network.nl
* evntr.nl

* ticketsms.nl

* festsms.nl

* . dogsmes.nl

* paytr.nl

*.ev-sms.nl

* eventree-mailing.nl

This is a non-exhaustive list. If you find anything related to our system that is not included in this list,

please feel free to report it.

Encrypting your findings

We have confidence that regular e-mail encryption will be sufficient to ensure the confidentiality of
your findings. We offer the opportunity to encrypt your findings using our PGP public key.

PGP Public key: https://assets.eventree.nl/static/eventree-paytree-security-disclosure-public-key.pgp

Or copy it here:
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——-~END PGP PUBLIC KEY BLOCK-——




